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Introduction

We work on loT mobility and on IloT
Cybersecurity.

Focus on LPWAN Networks : LoRaWAN,
DASH7 and NbloT.

LPWAN are characterized by long-range
communication and low power consumption.

Mobility earns a considerable percentage in
loT applications and research In: smart
cities, health-care, smart.

» 2 Mobility's schemes :

* inone LPWAN : intra-mobility
* between LPWANSs: inter-mobility

Cybersecurity represents a big issue in most
loT use-cases.

e Jamming attacks at PHY Level
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Introduction LoRaWan
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e Class A (baseline)

 The end device decides whether it sends
data or not based on its own schedule

« Each uplink transmission is followed by two
receive’ windows

e Downlink data is onla/ allowed after an
made

LoRa" MAC
LoRa Alliance MAC aptons uplink event has bee

« Class B Beacon Enabled)

. lh ore downlink receive windows at
sche uI times

" i + The gateway.sends a beacon frame allowing
E EUSRE  EU433  USO915  AS430  — synchronization
SEMTECH

* Class C (Always listening)

. Th%end -device ?an receive windows
without waiting for a beacon signa
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“Introduction LoRaWan : MAC

Security IETR
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Server server
Encrypted with AppSKey Gas monitor 'ﬁ
A Water meter prd 1 || 'I . =
4 A Trash container ))) ((( ------
MAC Header MAC Header Payload MIC Vending machine [ -I‘ Sub-GHz RF ) ‘
Counter Asset tracking ‘ é c
_ J < <Netw0rk Session Key {kaSI{ey}> fay g
o : -~ RE
Authenticated with NWkSKey Data ;% < Application Session Key (AppSKey) > Data
—AES Secured Payload Application Data-
* End to end Encryption of the payload |
Encrypted WIT AppSKer;j

* End-device to network Integrity

4 \
-~ 1 2

Compute Message Integrity Code using NwkSKey é -

‘ INSTITUT NATIONAL Ig @ f
DES SCIENCES
RENNES 2pd0) dnated



Moderador
Notas de la presentación
Just read the slide


O
Mobility

Mobility in 10T refers to ensuring the delivery of
Information on demand to Application during
mobility/moving of the Device.

Mobility between two operators has not been
addressed yet in 1oT. Until now, device is assigned
to a one operator and cannot be assigned to
another.

We focus on the Roaming mobility while keeping
session with Application.

One of the solutions for heterogeneity, mobility,
etc. i1s a level that can be common and hides all
these differences.

We found that IPv6 can be a solution. But IPv6
cannot be ran over constrained nodes. A compress
mechanism needed to achieve short messages
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Case 1: Movement Mobility

Network Operator =IETR Network Operator =IETR

Technology =LoRaWAN Technology =LoRaWAN
é é
A
GW2 « m GW1

Case 2: Roaming Mobility

Network Operator =LU Network Operator =IETR

Technology =LoRaWAN Technology =LoRaWAN
é é
=
GW2 GW1
=Y
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Mobility : scenario IETR
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Step 1: Step 3.
At startup, a broadcast message 1- No ACK received for the transmit. b
will be transmitted. Only GW1 will ~ 2- Message repeated in broadcast.
ACK. 3- GW3 and GW2 will ACK. A 0
R .
Sten 2: 4- Car selects GW2. — A, ﬂ») '
=lEp <. : RSSI(GW2)>RSSI(GW3).
As ACK received for each ( ) ( )
transmit, car will stay associate Step 4 _
with GW1. AsACI_( recelv_ed for each | a2 Wi
transmit, car will stay associate -
with GW2.,
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IPv6 and compression/mobility IETR
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* IPv6 offers several features and arguments in the future of loT.

e Main features of IPv6:
o Scalability
e Overcomes the NAT barriers in IPv4
o Multiple IP addresses per device according the scenario
» Group operation and Multicast
* Mobility, session continuity and interoperability
o Stateless Address Auto-configuration (SLAAC)
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IPv6 and compression/mobility IETR
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e |IPv6 drawbacks in the future of loT :
 Length of IP header
o |P addresses defined in or our of the local network
 Solutions for mobility but with no restrictions for length

 Available set of complementary standards for 10T needs :

* 6LOWPAN, 6Lo, 6TISCH, ROHC, IPHC and NHC, ROLL and RPL,
SCHC.

Among these solutions 6LoWPAN and SCHC most applicable with LPWAN.
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SCHC compression

o Static Context Header Compression (SCHC) is a
header compression scheme that supports
fragmentation level.

« Executed between 12 and I3 layer to compress the
IPv6/UDP/CoAP headers into'Rule ID

=> (size of 1-2 bytes)
« Forward the data to lower layers.
« |f data does not fit in one N2 frame

=> fragmentation mechanism is applied

Uncompressed header

,JJE‘ E Rule-ID= 12
Rule-1D= 1
Header JJ

description //R e
(Context)

12 (+data)

Rule-ID
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Uncompressed header

Rule-ID= 12 [

Rule-ID = 1
Header
description
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L3 is the network layer
L2 is the data link layer
The media access control, or MAC, layer, is, technically, a sub-layer of the data link layer.�In the first draft of schc, they made an error when they said that schc runs in the upper layers. If we consider that LPWA technologies are only L1 and L2 layer technologies, we can consider that SCHC is executed in upper layers.



6LoOWPAN/SCHC Comparison

» To evaluate the performance of the SCHC protocol,
we performed three simulation scenarios:
* Inscenario A, packets transmitted without compression.

 Inscenario B, packet headers are compressed using
6LoWPAN compression.

 Inscenario C, the headers are compressed using the SCHC
compression.

e In the three scenarios,

a ping from the device to server passing by
the gateway.

We consider the rulelD (3 bits) & the
compression headers space (n bits) together as a
header.

Device

uDP

IPvE

MAC

UDP
IPvE

6LoWPAN

MAC

upP
IPvE
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Comparison Results
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Even with the use of header compression, the size of headers is considerable. To show the amount of these
bytes, we set at the gateway a byte counter to count the headers size generated by each standard after the
transmission of 10 packets. We compare one 6LoWPAN device with ten SCHC devices. The results show
that more than 600 bytes are consumed as headers to transmit ten packets. While ten devices using SCHC
standard consume less than 150 bytes.

Bytes Consumed on Headers

Scenario A:IPv6 B:6LoWPAN C:SCHC 700 o ' ' ' '
wpan (1 DE‘UIDE]-
Data rate high medium low 600 SCHC (10 Devices) |
Memory Usage low low High
Mobility support Yes Yes No i
Interoperability Yes Yes SpEClﬁEr ] i
technologies
Scalability Yes Yes No )
Network topology Mesh Mesh/star Star -
Header compression no >6 bytes ~1 bit
’ COMPres: compression <37 bytes <6 bytes 1
5 bytes .
48 bytes header -
e 48 bytes 27 bytes then 9 10
Compression gain D‘?f-&
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Cybersecurity IETR
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o Cybersecurity in loT refers to the protection
of internet-connected things, it can be
addressed at different levels: application,
information, network, end-user.

« We focus on Network Security and more
specifically on security issues on PHY level.

« Our motivation is to propose a security
framework dedicated to LoORaWAN networks
to help designers to integrate cybersecurity
threats at low level at an early development
stage

o Fisrt step: Performance evaluation of

LoRaWAN Networks under jamming
attacks.
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Jamming Attacks
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* \We consider two categories of
Jammers:

 Channel-aware : Is able to sense
the network and perform reactive
attacks.

e Channel-oblivious : It sends
unauthenticated packets on the
network in order to disrupt the
communication of EDs and GWs
on a regular basis.

Channel-oblivious Channel-aware
jammer jammer
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Performance Evaluation
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* \We evaluate the performance Simulation Scenario
Impact of a LoRaWAN Network A Gueway '~ Gateway Coverage
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Performance impact — GW side IETR
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 \We evaluate the impact of
permanent jammers on the GW
performance.

A LoRaWAN cell with 1 GW
and we vary the number of EDs
from 100 to 300 was simulated.

e The number of permanent
Jjammers vary from 1 to 40.

(2]
I
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1

GW reception
aths occupied

N
1

Packet forwarding rate [packets/ min]

o
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 Here, we show the amount of N T
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Performance impact — ED side iETR
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Network without jammers Permanent jammer

* We evaluate the impact of 200 s
channel-aware and channel o oo
oblivious jammerson ED ~ * e I
throughput. o
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